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Overview

● Data Infrastructure
○ Portal, Data Dashboard
○ Security
○ DUOS

● Compute Infrastructure
○ Terra, multicloud
○ AnVIL APIs
○ Component interactions

● Interoperability Infrastructure
○ NCPI
○ RAS, DRS, FHIR

● Future directions



AnVIL Portal: Front-end of the AnVIL Project

https://anvilproject.org



Nearly 4pb of data ingested by AnVIL

Much more to come!



Egress free GTEx via Gen3/Cleversafe

https://www.genomeweb.com/informatics/anvil-platform-makes-popular-nhgri-gtex-database-free-download#.YEri9JNKigw
https://anvilproject.org/learn/reference/gtex-v8-free-egress-instructions



Data access and security on AnVIL
● Strong emphasis on security

○ Terra and tools on AnVIL are FedRAMP compliant
○ Operate in a FISMA-Moderate environment and are compliant with NIST-800-53

● Data access
○ Workspaces are broken out by study registration and consent group mapping
○ AnVIL workspaces containing controlled data have an authorization domain to limit access to only 

those with the appropriate permissions to work said data
○ Authorization domains follow a workspace when copied/cloned



What is DUOS?
• Interfaces to transform data use restrictions and data access requests to 

machine-readable code (ADA-M & Consent Codes)
• A matching algorithm that checks if data access requests are compatible with data 

use restrictions
• Interfaces for the Data Access Committee to adjudicate whether structuring and 

matching has been done appropriately

 DUOS: Data Use Oversight System

https://duos.broadinstitute.org/

Initial testing with NHGRI, NHLBI, NIAID, and JAAMH has been very positive
(95% concordant with manual review) 



APIs

An Application Programming 
Interface (API) provides a 
standard way to access 
underlying system functionality

Mission
● Connect AnVIL software 

components and data

● Enable external applications 
and developers to use AnVIL 
software and data



pyAnVIL: a Python Library for AnVIL

● A Python library for using AnVIL system 
components
○ Single sign-on (SSO)
○ Query AnVIL components for available data using 

various APIs

● Works both in and outside of the AnVIL

● Applications include AnVIL data 
dashboard, Galaxy data browser, and 
FHIR prototypes



Galaxy <-> Terra in Production!

https://anvilproject.org/learn/getting-started/getting-started-with-galaxy



Connecting Galaxy Workbench with Terra Workspaces



Galaxy <-> Dockstore in Production!

https://dockstore.org/search?descriptorType=gxformat2



NIH Cloud Platforms Interoperability (NCPI)

The NIH Cloud Platform Interoperability Effort (NCPI) 
will establish and implement guidelines and technical 
standards to empower end-user analyses across 
participating platforms and facilitate the realization of a 
trans-NIH, federated data ecosystem.

● NCPI Website

● Meetings
○ October 3rd 2019 - Initial Meeting
○ April 16th 2020 - 2nd NCPI Meeting
○ October 30th 2020 - 3rd NCPI Meeting 
○ May 3rd 2021 - 4th NCPI Meeting
○ October 5th 2021 - 5th NCPI Meeting 

● Working Groups
○ Community Governance Working Group 
○ Coordination Working Group
○ FHIR Working Group
○ Outreach and Training Working Group
○ Systems Interoperation Working Group https://anvilproject.org/ncpi

https://anvilproject.org/ncpi
https://anvilproject.org/ncpi


Technologies supporting interoperability

RAS: Researcher Auth Service

Goal: Unified 
identity/authentication

RAS is an effort by the NIH's 
Center for Information 
Technology (CIT) to provide a 
common mechanism by which 
researchers can establish their 
identity and access data they 
are authorized to use.

DRS: Data Repository Service

Goal: Unified data access 
across storage infrastructures

Data Repository Service API, 
are a standardized set of cloud 
data access methods. The 
primary functionality is to map 
a logical ID to a means for 
physically retrieving the data 
represented by the 
drs://URI  scheme. 

FHIR: Fast Healthcare 
Interoperability Resources 

Goal: data harmonization and 
an API for exchange of 
electronic medical records.

FHIR facilitates interoperation 
between health care systems, 
to make it easy to provide 
health care information on a 
wide variety of devices.

https://ga4gh.github.io/data-repository-service-schemas/preview/release/drs-1.0.0/docs/


RAS and DRS in Production!

Login with
RAS

Cohort
Search

Export to 
Terra (DRS)



Initial AnVIL <-> Kids First FHIR Success!

https://anvilproject.org/ncpi/working-groups#fhir-working-group



Clinical infrastructure

PRS Reports

Clinical analysis with Bioconductor Exchange of  clinical genomic data

Mendelian disease inheritance

Today’s clinical tools work with flat files, but FHIR is the future



Future directions

● More robust AnVIL APIs
○ Provide a unified, stable API endpoint for the AnVIL and its components with OpenAPI 

documentation
○ Extend API wrapper libraries in Python and R
○ Incorporate additional community APIs and features from GA4GH and FHIR

● Data organization and additional outputs
○ Automate dataset ingestion to processed results
○ Increase number and kinds of processed results available, including aggregated results
○ Catalogues of curated datasets with genotype + phenotype

● Analysis support
○ Make it easier to navigate between AnVIL applications and NCPI platforms + move 

data/results and workflows between applications, platforms, & clouds
○ For machine learning: model zoos/integration with external zoos with ready-to-use model
○ Improve clinical data ingestion in applications by increasing use of FHIR


